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Criminal Consequences of Sending
False Information on Social Media

If you used a computer in Rhode Island during
the last 20 years, chances are you’re a criminal
because Rhode Island’s computer crimes law –
Section 11-52-7(b) of the Rhode Island General
Laws – makes it a crime to transmit untruthful
or exaggerated statements.
Specifically, the use of a computer to knowingly transmit any false information is chargeable as a criminal offense. Knowingly posting a
lie on Facebook, or any other social media, is a
crime in Rhode Island punishable by up to one
year in prison. Emailing information you know
John R. Grasso, Esq.
not be true is a crime in Rhode Island. Sending
Law Office of John R.
a knowingly false text message is unlawful.
Grasso, Inc.
Section 11-52-7(b) makes what are everyday
occurrences misdemeanor crimes.
Would the police investigate and charge a
person with lying on Facebook? Would the
police issue subpoenas, secure search warrants,
and use special technology to track down a liar
on Facebook? Would the State charge that liar?
Would the court convict and sentence him? If
the suspect was a police officer, and he purposely created a Facebook page identifying the
Facebook profile as that of his police chief, the
answer to every one of these questions is yes.
Even if the suspect published facts on the alleged
user’s profile so laughable that every person
Brandon Fontaine
who saw the profile knew it was a joke, the
Roger Williams University
State of Rhode Island would hunt him down,
School of Law 3L & Law
arrest, prosecute, and sentence him. This actualReview Articles Editor
ly happened in one recent Rhode Island case
charged under the statute.
Is it really criminal conduct to create a parody profile on Facebook, a popular
social networking website, where the
If you used a computer in
suspected wrongdoer intentionally misspelled his chief’s first and last name,
Rhode Island during the
listed fictitious interests to include
last 20 years, chances are
“Haiti, SpongeBob SquarePants,
Milking Cows, Quilting, Sewing,
you’re a criminal because
Music, Police officers, and Reggae,” so
Rhode Island’s computer
that it was clear from the reactions of
his
friends that the profile was a joke?1
crimes law makes it a crime
Yes. Following his arrest, the officer
to transmit untruthful or
was charged under the Computer
Crimes
chapter of the Rhode Island
exaggerated statements.
General Laws with violating section

11-52-7(b) for “transmitting false data,” specifically false data relating to his chief, “with the
knowledge that it was false.” Section 11-52-7(b)
states that:
Whoever intentionally or knowingly:
1) makes a transmission of false data; or
2) makes, presents or uses or causes to be
made, presented or used any data for any
other purpose with knowledge of its falsity,
shall be guilty of a misdemeanor and shall
be subject to the penalties set forth in § 1152-5.2
“Data,” as used within the statute, is further
defined as:
…any representation of information, knowledge, facts, concepts, or instructions which
are being prepared or have been prepared
and are intended to be entered, processed,
or stored, are being entered, processed, or
stored or have been entered, processed, or
stored in a computer, computer system, or
computer network.3
While individuals often do not conduct
themselves in a socially acceptable manner,
criminal prosecution is not always warranted.4
In this case, by criminally charging the police
officer with “transmitting false data,” the State
violated his First Amendment freedom of
expression because the statute is unconstitutionally: 1) overbroad; 2) vague; 3) content-based;
and, at the end of the day, the alleged wrongdoer’s publication is nothing more than a parody.
Overbreadth
“The overbreadth doctrine arises when a
statutory enactment is so broad in its sweep
that it is capable of reaching constitutionally
protected conduct. The overbreadth doctrine
generally applies in the context of First Amendment freedoms and is intended to prevent the
imposition of criminal penalties for the exercise
of one’s constitutional rights.”5 Section 11-527(b) is substantially overbroad because it criminalizes speech protected by the First Amendment
and Article I, Section 21 of the Rhode Island
Constitution, which ensures that “no law abridging the freedom of speech shall be enacted.”
Statutory challenges on overbreadth grounds
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are unique in that the defendant is not
required to hold standing in order to
attack the statute.6 Therefore, even if a
court finds that a particular defendant’s
speech is not protected by the First
Amendment, he is still able to challenge
section 11-52-7(b) on overbreadth
grounds. The rationale is that “the possible harm to society in permitting some
unprotected speech to go unpunished is
outweighed by the possibility that protected speech of others may be muted…
because of the possible inhibitory effects
of overly broad statutes.”7
There exists no basis on which the
restrictions set forth in section 11-52-7(b)
can be justified, as the statute is substantially overbroad on its face. To determine
whether the statute reaches too far, “the
first step in overbreadth analysis is to construe the challenged statute.”8 A simple
reading of the statute is all that is required
to imagine the infinite scenarios of
expressive speech that section 11-52-7(b)
criminalizes.
The statute encompasses a vast
amount of protected speech because it
provides no limitation to its scope.9 For
example, it does not require anyone to be
harmed by the transmission of false data,

nor does it require that anyone receiving
the data actually mistakenly believe it to
be true. In fact, to the contrary, everyone
reading it could clearly understand its
falsity, but it would still be a crime.
While section 11-52-7(b) punishes falsity, “the First Amendment recognizes no
such thing as a ‘false’ idea.”10 The fact
that hyperbole, white lies, sarcasm, humor,
and exaggeration (all of which are protected forms of speech) are all criminalized
under section 11-52-7(b) demonstrates
exactly why it is so substantially overbroad. To make matters worse, consider
that many of the cellular phones on the
market today would easily satisfy the
statutory definition of a “computer,”11
which could have the profound effect of
criminalizing every half-truth or falsehood ever transmitted, perhaps in conversation and almost definitely by text message, when sent through a cell phone.
In effect, every Rhode Island resident
who has ever used a computer has likely
committed a misdemeanor offense under
the overly broad language of this statute.
Of course, this is not to say that the
State is actually going to begin prosecuting every untrue statement that the State’s
citizens transmit using computers. For

example, entering an Internet chatroom
and stating, “The sky is purple,” is
undoubtedly a crime under a literal reading of the statute, but it is fair to presume
that the offender would be safe from
prosecution. However, the fact that the
State would never actually punish the
conduct does not matter in overbreadth
analysis. As the United States Supreme
Court has made clear, “We would not
uphold an unconstitutional statute merely
because the Government promised to use
it responsibly.…The First Amendment
protects against the Government; it does
not leave us at the mercy of noblesse
oblige.”12
The serious concern that section
11-52-7(b) evokes becomes even greater
when the speech in question involves
issues at the heart of public concern, such
as those of political, social, or religious
value. Exaggerated statements, satirical
works, or parodies based on political,
social, or religious figures or issues could
all be classified as illegal conduct under
section 11-52-7(b) if they contained any
false information, even though the United
States Supreme Court has continually
asserted that these are all protected forms
of speech.13 This presents serious consti-

Michael T. Lahti
Admitted to Practice
In RI, MA & FL
Certified Elder
Law Attorney
LLM in Estate Planning

Maria H. (Mia) Lahti
Admitted to Practice
In RI & MA
Focusing on Probate
and
Guardianship Issues

Stephen T. O’Neill
Admitted to Practice in RI & MA
Fellow of the American College of Trust and Estate Counsel

1 Richmond Square, Suite 303N, Providence, RI 02906 Telephone 401-331-0808
Additional Offices in New Bedford and West Harwich, Massachusetts
WWW.LLO LAW.COM

Attorney to Attorney Consultations / Referrals
6

November/December 2011

Rhode Island Bar Journal

tutional concerns because “the threat of
enforcement of an overbroad law may
deter or ‘chill’ constitutionally protected
speech—especially when the overbroad
statute imposes criminal sanctions.”14
“[E]ven minor punishments can chill
protected speech.”15
For a concrete illustration of how this
would work, consider the well-known
First Amendment case of Hustler
Magazine v. Falwell, 485 U.S. 46 (1988).
The Hustler parody, consisting of a crude
fake interview with Pastor Jerry Falwell,
clearly stated false information portraying Falwell and his mother as drunk and
immoral, even though it was clear to
most readers that the interview was fake.
The Court held that Hustler’s fake interview was protected speech under the
First Amendment, and Hustler was not
liable for any harm it may have caused.
Now, take the exact same facts in
Hustler, but instead of printing the parody
interview in a magazine, Hustler uploads
the interview to their website from a
computer in Rhode Island. Because the
fake interview contains false data –
namely that Jerry Falwell drinks alcohol
to excess and had an incestuous relationship with his mother – the transmission

of the interview onto the Hustler website
would violate section 11-52-7(b). However, the United States Supreme Court has
already held that the Hustler interview is
constitutionally protected from regulation.
Therefore, the fact that Hustler’s protected speech would be illegal under section
11-52-7(b) proves the statute is overly
broad and inhibits protected speech.
Placing criminal penalties on that conduct,
including up to one year in prison or a
$500 fine, could substantially chill the
free expression of constitutionally protected speech over the Internet.
As overbroad as section 11-52-7(b)(1)
is, section 11-52-7(b)(2) is far worse.
Section 11-52-7(b)(2) imposes criminal
liability when one “knowingly… makes,
presents or uses or causes to be made,
presented or used any data for any other
purpose with knowledge of its falsity.”16
Thus, in its broadest form, section 11-527(b)(2) proscribes conduct where false
data is merely made on a computer for
any purpose (even private use only),
without that data ever being transmitted
to anyone else.
The statutory definition for “data” is
exceptionally broad in its own right and,
thus, contributes substantially to the

overbreadth of section 11-52-7(b)(2). In
its broadest sense, the following would
qualify as data: “any representation of…
knowledge, facts [or] concepts… which
are being prepared… and are intended to
be entered… or stored in a computer.”17
Inserting that definition of “data” into
section 11-52-7(b)(2) (in place of the word
itself) demonstrates just how disturbingly
overbroad it truly is. Essentially, when
one knowingly prepares inaccurate facts
and intends to enter them into their own
personal computer, a crime has been
committed, even before the facts are
actually entered or stored. Therefore,
while section 11-52-7(b)(1) criminalizes
“the sky is purple” once it is transmitted
over a network, section 11-52-7(b)(2)
criminalizes the inaccurate fact the
moment the first letter is typed on the
computer screen, or sooner, with no
intent on ever sharing the message with
others. This raises not only First
Amendment concerns with the statute,
but also concerns with the constitutional
right to privacy.
Although it does not explain all of
the statutory defects, the history of this
statute may bring some understanding as
to why the General Assembly drafted it
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with such undeniably overbroad language.
Section 11-52-7 was enacted in 1989 and
has not been amended since. The definition of “data” in section 11-52-1 has not
been amended since 1989 either. These
facts are significant because the World
Wide Web, which made the Internet easily accessible to the general public for the
first time, was not launched until August
1991. In 1989, lawmakers also probably
never imagined that telephones would
one day qualify as “computers” under
the statute’s definition. There is no doubt
that technological advancements over
the past twenty years have significantly
expanded the conduct covered by the
statute, well beyond the original legislative intent.
By criminalizing any false statement
any person makes while using the Internet,
the General Assembly has made virtually
every Rhode Island resident potentially
guilty of a misdemeanor. The statute’s
main problem is that it puts no limitation
on what “false statements” amount to a
criminal offense. As it stands, it is clearly
substantially overbroad.
Vagueness and Arbitrary Enforcement
The attack on section 11-52-7(b) does
not end with overbreadth. This law is
unconstitutional because it is vague and
susceptible to arbitrary enforcement.
“The void-for-vagueness doctrine requires
that a penal statute define the criminal
offense with sufficient definiteness that
ordinary people can understand what
conduct is prohibited and in a manner
that does not encourage arbitrary and
discriminatory enforcement.”18 “Nobody
questions the fundamental principle
which says that the state may not hold
an individual ‘criminally responsible for
conduct which he could not reasonably
understand to be proscribed.’”19 “This
constitutional mandate is founded upon
our system’s concept of fairness.”20 The
vagueness inherent in section 11-52-7(b)
violates this concept of fairness and
forms a valid basis for declaring this
statute unconstitutional.
Section 11-52-7(b) fails to put the
public on proper notice of what offenses
it prohibits.
Section 11-52-7(b) is unconstitutional
because it fails to adequately put the public on notice of what conduct it proscribes.
“The standard employed to gauge whether
a particular statutory term reasonably

informs an individual of the criminality
of his conduct is whether the disputed
verbiage provides adequate warning to a
person of ordinary intelligence that his
conduct is illegal by common understanding and practice.”21 It is not the responsibility of Rhode Island citizens to decipher
the legislative intent of the General
Assembly. The literal meaning of section
11-52-7(b) is that lying or misstating facts
on the Internet is a misdemeanor crime,
with no exceptions. There is no other
way to construe this statute based on its
plain language – it clearly criminalizes
any form of untruth spoken while using
a computer.
The Internet contains billions of users
and millions of websites. Millions of people use Facebook, and thousands of fictitious and joke profiles are created on the
site every day. The public is constantly
told not to believe what they read on the
Internet because it may be filled with lies
and inaccuracies. Therefore, there is no
way for Rhode Island residents to be on
notice that the “transmission of false
data” is a misdemeanor when it occurs
within the state, especially when most
likely encounter false information on the
Internet every day. Even if the public was
on notice, they would be continually left
to question whether the criminalization
of false information when using a computer really stretches as far as it sounds,
and where exactly it ends, such that the
free expression of ideas would be substantially chilled.
Additionally, “in testing whether a
statutory term provides a defendant with
fair warning of what the state forbids,
we look to its common law meaning, its
statutory history, and prior judicial interpretations.”22 Unfortunately, none of
these factors provide much assistance in
interpreting section 11-52-7(b). The common law provides little guidance on the
newly-emerging issues of computers and
the Internet and their associated terminology. In addition, the statute has never
been mentioned in any prior Rhode
Island judicial opinion, nor does any
other state have a similar statute with
which to draw analogies. It is telling in
itself that no other state broadly bans all
transmissions of false data/information.

Providence Valuation, LLC
business appraisal and consulting
business valuations
lost profits studies
fractional interest
discount analyses
asset recovery
intangible asset
valuation
lost earnings studies
business acquisitions
and sales

John “Jay” Candon
CPA, ABV, ASA, CFE, CFF

1750 Ministerial Rd
South Kingstown, RI 02879
401.714.4099
www.providencevaluation.com

Providence Valuation is dedicated

– 20 years business valuation experience

to providing the highest quality of
objective and confidential services

– Recognized as an expert by the U.S. Tax
Court, Federal Courts and State Courts

to our clients, small and medium

– Certified Public Accountant

sized enterprises and high net

– Accredited in Business Valuation

worth individuals in the greater

– Accredited Senior Appraiser

Rhode Island area, in the most

– Former Chief Financial Officer of a
commercial bank

economical way.

109 Larchmont Road
Warwick, Rhode Island 02886
Tel: 401-439-9023

continued on page 36
Rhode Island Bar Journal

November/December 2011

9

Criminal Consequences
continued from page 9
Section 11-52-7(b) fails to properly
guide law enforcement and, instead,
encourages arbitrary and discriminatory
enforcement.
Section 11-52-7(b) is also unconstitutionally vague because it fails to establish
proper guidelines for law enforcement
and allows for discriminatory and arbitrary enforcement. The case against our
police officer is a clear example of selective enforcement. After all, the police
efforts to ferret out the party responsible
for creating a false Facebook page of the
chief, using search warrants, subpoenas,
high-tech wireless Internet access detectors, and other techniques, are more like
law enforcement efforts to locate and
arrest a dangerous drug dealer.
Although the vagueness doctrine
focuses on both actual notice to citizens
and arbitrary enforcement, “the more
important aspect of vagueness doctrine ‘is
not actual notice, but the other principal
element of the doctrine which requires

the legislature establish minimal guidelines to govern law enforcement.’”23
“[W]ithout explicit standards to guide
those who administer the law, there is
always the threat of arbitrary and discriminatory enforcement and the inhibiting of the exercise of basic freedoms.”24
“Where the legislature fails to provide
such minimal guidelines, a criminal
statute may permit ‘a standardless sweep
[that] allows policeman, prosecutors, and
juries to pursue their personal predilections.’”25
Just like the general public, police are
forced to speculate what constitutes a
“transmission” and “false data” under
the statute. The police are forced to draw
their own line of when they believe an
offense is arrestable under section 11-527(b), rather than being properly guided
by the statute. Here, the police decided
that creating a false Facebook page for
the chief was criminal whereas, let’s say,
creating a false Facebook page for a criminal defense lawyer might not be.
Most interesting, and to many most
offensive, is the discriminatory effect of

the law is further illustrated by the fact
that the police are sometimes guilty of
violations. Police departments commonly
create fake Facebook profiles to investigate criminal suspects and screen their
recruits during pre-employment background checks. Some police departments
also set up sting operations online where
they falsely represent themselves as a
minor to seek out pedophiles and sex
offenders. Competent investigators engage
in this sort of deception regularly to
secure useful information in both criminal prosecution and defense. Yet, these
actions by the police and others are illegal under section 11-52-7(b).
Countless fake profiles exist on
Facebook falsely purporting to be real or
fictitious persons. The reality is that prosecuting every person who creates a fake
profile on Facebook would be impossible. Even if it was possible, society would
likely strongly oppose the criminalization
of that conduct. Here, though, our police
officer has been charged criminally for
doing something that thousands of other
Rhode Islanders are guilty of and for
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which none would ever be prosecuted.
Without question, our police chief’s
concern about the fake Facebook profile
made in his likeness could be reasonable.
However, when a person in a position of
power or authority is able to direct the
police to investigate a matter that they
would not investigate for an ordinary citizen, it is the very definition of arbitrary
and discriminatory enforcement. If anything, the chief’s position as a public official should make him less protected than
the ordinary citizen. Section 11-52-7(b) is
so vague it gives law enforcement unfettered discretion to arbitrarily and discriminatorily choose when to enforce the
law and, therefore, it is unconstitutional.

Content-Based Restrictions
Section 11-52-7(b) of the Rhode Island
General Laws unconstitutionally places
a ban on all speech with “false” content,
which creates a content-based restriction
on speech that cannot survive strict
scrutiny. As the Rhode Island Supreme
Court has stated, “singular focus on the
content of an expressive activity rings
First Amendment bells and places the
statute squarely within the category of
a content-based regulation meriting strict
scrutiny.”27 Section 11-52-7(b), therefore,
warrants a three-part analysis requiring:
1) an “expressive activity;” 2) a focus on
content; and 3) strict scrutiny analysis if
the first two points are met.

1. Section 11-52-7(b) Regulates an
“Expressive Activity”
The “expressive activity” regulated
by the statute is the transmission of data.
The term data, by its statutory definition,
includes information, knowledge, facts,
concepts, and instructions.28 The primary
means by which these are expressed is
through speech. For example, if information, knowledge, or facts were transmitted through a computer it would almost
certainly be transmitted in some form of
written speech or other expressive means
(like a chart, illustration, or diagram).
As a result, an “expressive activity” is
at issue and First Amendment analysis
is implicated.
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President of the Rhode Island Association for Justice.
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Teri E. Robins is now an Associate in the the law firm of
Robinson & Cole LLP, One Financial Plaza, Suite 1430,
Providence, RI 02903.
401-709-3357 trobins@rc.com www.rc.com
Anne E. Sharrard, Esq., has been appointed a United States
Administrative Law Judge with the Social Security
Administration in Lawrence, MA.

For a free listing, please send information to: Frederick D.
Massie, Rhode Island Bar Journal Managing Editor, via
email at: fmassie@ribar.com, or by postal mail to his attention at: Lawyers on the Move, Rhode Island Bar Journal,
115 Cedar Street, Providence, RI 02903.

Rhode Island Bar Journal

November/December 2011

37

Workers’ Compensation
Injured at Work?
Accepting referrals for workers’
compensation matters.
Call Stephen J. Dennis Today!
1-888-634-1543 or 1-401-453-1355

THERESA VERDADEIRO L A BONTE
Telephone (401) 821-6723

Portuguese - English Interpreter
38

November/December 2011

Rhode Island Bar Journal

2. The Regulation Set Forth in Section
11-52-7(b) is Focused on Content
A statute is content-based, as opposed
to content-neutral, when it “could not
be enforced without first determining
whether the content of a particular work
fell within the regulated category.”29
Section 11-52-7(b)’s regulation on the
transmission of data is clearly contentbased because it draws a distinction
between “false data” and “true data.”30
Section 11-52-7(b) cannot be enforced
without first determining whether the
content of a transmission falls within
the regulated category of untrue speech.
Specifically, the State must actually determine if the offending content is true or
false before it can enforce the statute.
Therefore, the statute is based on content.
3. Because Section 11-52-7(b) is
Content-Based, It Must Be Strictly
Scrutinized
Because of its content-based restriction
on expression, section 11-52-7(b) must be
reviewed under strict scrutiny. To survive
strict scrutiny “the State must show that
its regulation is necessary to serve a compelling state interest and is narrowly
drawn to achieve that end.”31 This burden
is overwhelmingly difficult to meet, such
that the United State Supreme Court
“time and again has held content-based
or viewpoint-based regulations to be presumptively invalid.”32 The burden is on
the State to rebut that presumption.
Section 11-52-7(b) fails strict scrutiny
analysis because there exists no compelling state interest in support of the
statute, nor is the statute narrowly tailored to meet any conceivable state interest. It is true that the state could validly
assert a compelling interest in protecting
the public from select types of false
speech, such as fraud, defamation, or
false and misleading spam email sent
from commercial entities. However, section 11-52-7(b) extends further than these
unprotected forms of speech. It bans
information, knowledge, and facts just
for being false. Therefore, the only plausible goal of the statute is to protect the
public from “false” information in general being transmitted to them. Considering
that some false information is expressly
permitted by the First Amendment,33 it
is obvious there is no compelling interest
served by the statute.
Furthermore, the statute broadly
places its restrictions on all computer use
and most cell phone use, whether it is on

an open network or in private. The public is so dependent on computers and cell
phones today, both at work and in their
personal lives, a permanent and absolute
ban against all false content transmitted
in Rhode Island would clearly be well
outside the bounds of what constitutes
narrow tailoring to meet the state’s interest. As a result, the presumption that section 11-52-7(b) is unconstitutional cannot
be rebutted.
Parody
Our police officer’s false Facebook
profile was clearly intended to be a parody. Parody, satire, and humor have long
been recognized as protected First
Amendment speech.34
Internet profiles, like the one made
by our police officer, have been protected
under the First Amendment in several
other cases. In Layshock ex rel. Layshock
v. Hermitage School District, a student
created a MySpace profile using the actual
name and photograph of his high school
principal.35 In the profile, the student
posted information that made the principal out to be a drunk, smoker of marijuana, and homosexual.36 The profile was
termed a “parody profile,” and it was
protected from regulation by the school
under the First Amendment.37 The same
result occurred in J.S. ex rel. Snyder v.
Blue Mountain School District, where a
middle school student created a far more
vulgar and profane MySpace profile making fun of her middle school principal.38
The Facebook profile at issue here is
a parody in the same regard. It created
a caricature of the police chief. A caricature, as defined in Hustler, is “the deliberately distorted picturing or imitating of
a person, literary style, etc. by exaggerating features or mannerism for satirical
effect.”39 Hustler held that caricatures
of a person are protected by the First
Amendment no matter how outrageous
and offensive they may be to the person
caricaturized or the public.40 Under that
rationale, an online caricature should be
protected in the same regard.
Conclusion
Like the technology it was based on
in 1989, section 11-52-7(b) is now archaic
and obsolete, no longer capable of carrying out its originally intended purpose.
With over twenty years of technological
advancement since its enactment, it is difficult to look back now and determine
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what, exactly, section 11-52-7(b) was used
for in 1989, or how we can get it to work
at all in 2011. The failure to provide limitations or qualifications to the language
drafted in the statute has resulted in a
law that grows broader and more vague
with each successive advancement in
technology.
Section 11-52-7 is ripe for a visit by our
Legislature. Until it does, any misstatements or falsities contained in this article,
prepared on a computer, and transmitted
as the statute construes that term, were
made without knowledge or intent!
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